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Setting up your Proofpoint Secure Portal

Step 1 - Register account

External users can register an account directly

Navigate to https://securemail.ncr.com/encrypt to register account.

Secure Email
Please provide your email address to proceed.

First time here? You'll be asked to register.

Email Address

The external user enters their email address and clicks the “Continue” button.

Secure Email
Please provide your email address to proceed.

First time here? You'll be asked to register.

ErspmEm@gmail.com

Since the email address is not recognized by the system, the external user is prompted to set up the account. The
password must meet specific criteria.
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Registration

Registration
Password Policy =
g 60 (0 Create your account to read secure email,
At least one digit (0-8) is required.
Al least one symbol character Is required. Email Address: b sl @gmail.com
+ Both uppercase and lowercase characters are required.
= Your usemame may not appear in the £ -
First Mame: Fall -
Tioate your account 1o 169d SRCure ema.
bnsihtton by gyl — Last Name: AREm
s e e
e A Passworth  sssssssssssssssanes
- Confirm Password: sussssssssesssssasss
. Pt . N
Question : First pet's name i
joe R L Answer: bl i L

When the external user completes inputting all relevant information and clicks the “Continue” button, an Activation email

is sent.

Activation Request Sent

A verification message was sent to your email
address which contains a URL you must use to
activate your account. Once active, you will be
able to send your secure message.

If you do not receive this message within a few
moments, please check your spam folder or other
filtering tools you may be using as this activation
message sometimes gets blocked.

Proofpoint Encryption Registration inosex

-]
procfpoint-pps@ppops.nat Tise, Blow 12, 549 PM (6 days ags) gy 4w
wme -

This is e UHL Lo aclivale your sccount. Please dick the Tollowing link Lo activales your ccount le send a secure message. hilps. dsecuramail o comdsecuraneaderdaclivale Mok 1HLAE G K aaF I 2 0dee WA T Ebrand=hecfch. Nole. This URL vl only

work once and will expire in 30 minutes. To restar the sctivation process, you must start over & the inifiate URL

4. Raply » Forward

Inbox | Sent No messages yet

No messages yet

Step 2 - Active the account

The external user receives a secure message.
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External users can register an account when clicking a link in a Secure Message Notification.

» Fumaraic e [ Test Email SSN 11/12/2019 |

B SecureMessage...

» Fullarasic Faw | SECURE - Test Email No SSN 11/12/2019 |

B SecureMessage..

The external user can click the link in the email message (indicated by the red box) or open the attachment to click the
link (if they are on a mobile device, the link in the email message may not work).

SECURE - Test Email No SSN 11/12/2019 Inbox x

[ s oL E
tome «

Bt
This is a secure message.

ck here oy 2019-11-14 13:02 EST to read your message.

After that, open the attachment.

B SecureMessageAtt.. 4

Note: If the following message is received, the user can click “Proceed”.

Suspicious link

This link leads to an untrusted site. Are you sure you want to proceed

to securemail.ncr.com?

The following is the view when opening the attachment.
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@ mail-attachme

& [

Click o read message:

Il you do not see a bullon or clicking the bulten yields no
action, please click the link in the message.

Mare Infa

Disclaimer: This emall &nd (ks content are confidential and Inended solely for the

Since the email address is not recognized by the system, the external user will be prompted to set up the account. As in
the previous step, the password must meet specific criteria.

Registration
Create your account to read secure email.

Email Address: el @gmail.com

First Name: Fag=
Last Name: e
Password: sarssissansanssanann

Confirm Password: ceeessesserseesnrsse

Question: First pet's name v

Answer: L A

Step 3 - View the new account

The external user accesses their new account.

When the external user completes inputting all relevant information and clicks the “Continue” button, they will enter the
Inbox of their new account and see the secure message.

B pmalcom m

Inbox | Sent SECURE - Test Email No SSN 11/12/2019 Digital Sigrature i VALID

B@ncr.com Mo 12, 0102 PM From

est Email S3N 11/12/2019

- Bes@nCr.com o 12, G262

FECURE - Test Emall No S5M 11,12/2019
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A read notification will be sent to the sender of the email, in this case it will be NCR.

proofpoint-pps@pj

Veard

Proofpoint Encrypted Message to ¥ = s@gmail.com Read

Retention Policy 3 Year Delete (3 years)

~w = & @gmail.com read this message "SECURE - Test Email No SSN 11/12/2019" at 2019-11-12 14:39:41 EST.

The external user can reply to or forward the email as well as compose a new email. Emails can only be sent to ncr.com
email addresses.

To: @il sl @ncr.com

Cc:

Subject:  New Secure Email Message Test to NCR Employee

) Send me a copy

Attach a file (J)

Sans Serif # Normal B I UGS AKX xXxx* HH» E=ZtctE=Ez=
Test

To: Fommeede (@ yahoo.com

Cc:

Subject:

O Send me a copy

Attach a file

|You can only add email addresses in the following domains: [ner.com] |

Sans Serif ¢ MNormal % B I US A& X, X? Hi Hz 99 = = &= E =

Test

The external user will appear as “name via NCR Secure Mail” as the sender.
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via NCR Secure Mail <noreg

New Secure Email Message Test to NCR Employee

Retention Policy 3 Year Delete (3 years)

Test

When the external user goes to the website and inputs an existing email address, the password box will appear. When the
correct password is inputted, the user’s secure mailbox will open.

Login

Login to Email Encryption
Fammasrm@gmail.com

Password

Forgot Password

If you have any questions or run into issues while setting up your account, reach out to your dedicated Client Service
Representative. If you don't have their contact information, please call 610-797-9500 and dial 0.
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