Feature Focus Guide:

Point-to-Point Encryption

Core Product: Aloha Quick Service, Aloha Table Service
Last Updated: April 3, 2025

Contents
About Pointto-Point Encryption (P2PE) ..................cccooiiiiiiiiiiiiiiii e 4
P2PE overview for TSYS (Visa Net) ....coiiiiiiiiiiiiieiee e 5
P2PE overview for First Data (CES) ....cooiiminiiiiiiii e 7
Hardware support fOr P2PE ............uuuuiiiiiiiitiisiiieiieeiieeeeeee e 9
Additional documMENTAIoN  ...........uuuiiiiiiiiiiiiiiiiiiiii it 1
Configuring Aloha EDC for Point-to-Point Encryption ..................ccccccciiiiiiiiiiiinnn.. 11
Defining additional EDC SEHINGS ....c..uuviiiiiiieeiieeiiiiiit et e e 11
Configure a CES (First Data) processor for P2PE ..............ooooiiiiiiiiiiiiiiiiiieceeceeeeeee, 13
AsSIgNINg Cards 10 PrOCESSOIS  ....vivviiiiiiiiiiiiiiieiiieeiie et ee e ee e e e ee e e e e e 15
Configure a TSYS (Visa Net) processor for P2PE .........cccoovviiiiiiiiiiiiiiiieeeeeeeei 16
Configuring Aloha POS system for Point-to-Point Encryption .......................cccceeinn, 17
1. Enable P2PE in Store Settings ........coeeeeiiiiiiiiiiicee e 17
2. Assign a PIN pad device to aterminal ...............c..ccooo 18
3. Create an integrations profile ................cooiiiiii 20
4. Create @ P2PE HeNAEI  ..iiiiiiiiiiiiiie e 21
5. Add a P2PE tender to a panel for QS ... 24
6. Limit access to card tenders from the FOH (optional) ...........cooovvviiiiiiiiiiiiiiiin, 25
Refreshthe data ..................ooooiiii 26
Perform the RegiStart process for First Data (CES) ................................cl. 26
Using Point-to-Point Encryption functionality .........................c.ccooiiiii 28
N C R v:":YI X © 2023 NCR Voyix._ All rights reserved. NCR Voyix — Confide_nﬂal
(1 Use and Disclose Solely Pursuant to Company Instructions

1



Point-to-Point Encryption
Copyright and Trademark Information

Copyright and Trademark Information

The products described in this document are proprietary works of NCR Voyix.

NCR Voyix is a registered trademark of NCR Voyix.

Aloha is a registered trademark of NCR Voyix.

Microsoft and Windows are registered trademarks of Microsoft Corporation in the United States and/or other
countries.

All other trademarks are the property of their respective owners.

It is the policy of NCR Voyix to improve products as technology, components, software, and firmware become
available. NCR Voyix, therefore, reserves the right to change specifications without prior notice.

Not all features, functions and operations described herein are available in all parts of the world. In some
instances, photographs are of equipment prototypes; therefore, before using this document, consult with your
NCR Voyix representative or NCR Voyix office for the most current information.

© 2023 NCR Voyix

Atlanta

Georgia

USA

WWW.NCrvoyix.com

All Rights Reserved

N C R v.".YI X © 2023 NCR Voyix. All rights reserved. NCR Voyix — Confidential
% o® Use and Disclose Solely Pursuant to Company Instructions

2



https://www.ncrvoyix.com

Point-to-Point Encryption
Revision Record

Revision Record

Date Version # Description

Prior to v12.3+ Implemented support for P2PE for TSYS (Visa Net) and First Data (CES)

11/23/2022 processors.

11/23/2022 Converted document to use new templates.

01/12/2023 Updated front cover and back page to reflect new NCR branding.

06/13/2024 Updated document to reflect NCR Voyix branding.

04/03/2025 Added statement clarifying P2PE is optional and is not received just by
upgrading but requires deliberate implementation.

N C R v.".YI X © 2023 NCR Voyix. All rights reserved. NCR Voyix — Confidential
% o® Use and Disclose Solely Pursuant to Company Instructions

3




Point-to-Point Encryption
About Pointto-Point Encryption (P2PE)

About Pointto-Point Encryption (P2PE)

P2PE at a Glance

Core Product Aloha Quick Service, Aloha Table Service, Aloha EDC

Complementary Products No

Separate License Required? No

Other References Aloha Quick Service Reference Guide, Aloha Quick Service
Reports Guide, Aloha EDC User Guide

Effective with Aloha® Point-of-Sale (POS) system v12.3 and EDC v12.3, or later, Pointto-Point
Encryption (P2PE) provides sites regulated by Payment Card Industry Data Security Standards (PClI
DSS) with the potential to reduce their compliance obligations. Using P2PE removes cardholder data
from your environment by encrypting the data at the moment of capture, without the ability to decrypt.
When the data is sent to a secure on-premises vault or the payment processor, Format-Preserving
Encryption (FPE) is enforced. In the case of First Data, (CES), a token is provided to the Aloha system
in place of the cardholder data.

Once you implement P2PE functionality, guests and employees can only process credit, debit, and
EBT payment cards with the PIN pad device. Any attempt to slide one of these cards with an MSR
attached to a POS terminal, results in an error that guides you to use the PIN pad device instead. For
other types of payment cards, such as gift cards, you still use a magnetic stripe reader (MSR).

In summary, the PIN pad device supports only the following transactions:
e Credit cards

e Debit cards

e EBT cards

You must still use a magnetic stripe reader for these features:

e Employee MAG cards
e Gift cards

P2PE is an optional feature and is not implemented by default when you upgrade to an EDC version
in which it is supported. Should you decide to implement P2PE, it is necessary to work with TSYS or
First Data CES to ensure all requirements are in place and you order and receive the PIN pad devices
preloaded with encryption software specific to your sites. If you currently pass payment information to
the Aloha POS system from another Aloha application, such as Aloha Orderman, you cannot
implement a P2PE solution at this time.

N C R V.".YI X © 2023 NCR Voyix. All rights reserved. NCR Voyix — Confidential
% o® Use and Disclose Solely Pursuant to Company Instructions

4



Point-to-Point Encryption
About Pointto-Point Encryption (P2PE)

P2PE functionality is certified with the following processor and hardware combinations within the
Aloha system.

Processor: Encryption Platform: Hardware Device: Communication Type
TSYS (aka Visa Net) Voltage SecureData™ Ingenico iPP350 PIN USB only.

pad device
First Data (aka CES) TransArmor VeriFone VX820 PIN USB only.

pad device

The above PIN pad devices are EMV-capable devices.

Before you configure Aloha EDC for P2PE. There are some existing EDC functionality that is not
supported with P2PE. These features are:

e You cannot use multiple processor indexes in EDC.

e You cannot use more than one processor at the site, such as for split dialing. All payment cards
must be processed with the same processor. For example, your P2PE solution does not work if
you have all your MasterCard tenders processing via CES and all your Visa tenders processing via
TSYS.

This document references industry standard verbiage. To help you, you should be aware of the
following glossary of terms:

P2PE Point-to-Point Encryption

PCI DSS Payment Card Industry Data Security Standards
FPE Format-Preserving Encryption

PAN Primary Account Number

AES Advanced Encryption Standard

P2PE overview for TSYS (visa net)

You can use P2PE functionality with the TSYS (Visa Net) processor with the Ingenico iPP350 PIN pad
device. Cardholder data is captured and encrypted using the Voltage Security encryption and then
sent to TSYS for decryption, using the Voltage SecureData Payments host. TSYS then sends the
unencrypted card data to the payment brands and issuing banks for further processing over a secure
connection. Once TSYS receives a response from the card payment brands and issuing bank, TSYS
sends the response back to the Aloha POS system.

You must enter all cardholder data on the iPP350 device. If the guest or employee attempts to swipe
a card at the POS terminal, an error appears, instructing them to use the PIN pad device instead.
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About Pointto-Point Encryption (P2PE)

Cardholder data is never in clear text in the Aloha environment. Only TSYS can decrypt the
cardholder data for further processing.

Note

Keep in mind, this is not a PCI P2PE validated solution; however, the merchant’s PClI QSA or the
acquirer shall determine the PCI scope reduction. Refer to the NCR Aloha POS Data Security
Implementation Guide for more information regarding this solution. We encourage Aloha
customers to read it prior to implementation.

Aloha POS — TSYS & Voltage — Point to Point Encryption

s

Voltage

n
11
SecureData E @ Payment Brands /

Host SDK Issuing Bank

| Aloha POS

1 - Card is swiped and encrypted using the Voltage POS SDK on the Ingenico
iPP350 (PIN and CVV are also entered on the Ingenico device.)

] 2 — Encrypted card data is sent to the Aloha POS for payment processing.

77777777777777 J 3 — Encrypted card data is sent from the Aloha POS to TSYS, which uses
Voltage SecureData Host SDK for decryption and further processing.

4 — Card data is sent to the payment brands and issuing bank for approval and
further processing.

5 — Issuing bank and payment card brands process the transaction and send
the response back to TSYS.

6 — TSYS sends response back to the Aloha POS.

7 — Response is displayed on the Ingenico iPP350 and the Aloha POS.

8 — Encrypted card data is stored in the Aloha POS environment, but no
decryption keys are stored or accessible.

Note:

Decryption never occurs in the Aloha POS environment and card data (track
or account number) is never stored. Only the first six and last four digits of
S = Private Connection the PAN remain intact after encryption.

- TIS1.1+

Figure 1T TSYS and Voltage P2PE Transaction Flow

Voltage Security offers an FPE that keeps credit card numbers protected without the need to modify
or alter their format or structure. FPE is a form of strong encryption that uses the Advanced Encryption
Standard (AES) algorithm to protect cardholder data according to industry standards, while
preserving the original data syntax and thus minimizing the impact on existing systems. Voltage uses
AES FFX-mode encryption to protect data.

Voltage provides a software development kit (SDK) to Aloha that allows the use of two encryption
methods: TEP1 (whole track encryption) and TEP2 (structure preserving encryption). Aloha uses TEP2
to allow card processing through Aloha EDC and for reporting purposes.
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Please refer to http://www.voltage.com for more information.

Here are some examples of how Voltage encrypts cardholder data:

e PAN — Primary Account Number - The first six and the last four digits are kept intact, while the
remaining digits are encrypted:

4000 9010

MR FIRSTNAME SURNANE

PAN before TEP2

/510510 510570 5100 = 5105105105105100

PAN after TEP2 /510510 243377 5100 = 5105102433775100

e Track Data - Sensitive Account Data

o For encrypting Track 1 data:

Track1 data before /%BS'IOS'I05105100"84OPUBLIC/JOHN
TEP2 Q"1204222123457

Track1 data after /%851051030651OOA84OPUBLIC/JOHN
TEP2 Q"1204222kzKsspG8?

o For encrypting Track 2 data:

Track2 data before
TEP2

/5'IO5'IO5'IO5'IO5'IOO=1204222'I2345

Track2 data after
TEP2

/5'I05'I03065100=1204222szsspG8

P2PE overview for First Data (CES)

You can use P2PE functionality with the First Data (CES) processor and the Verifone VX820 PIN pad
device. Cardholder data is captured and encrypted using the First Data TransArmor security
encryption and then sent to First Data for decryption at the TransArmor vault. First Data then sends the
unencrypted cardholder data to the payment brands and issuing banks for further processing over a
secure connection. Once First Data receives a response from the card payment brands and issuing
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About Pointto-Point Encryption (P2PE)

bank, First Data sends the response back to the Aloha POS system with a token that replaces the
account number (PAN). A token ID is listed in the .txn file, for reference.

B Note

Keep in mind, this is not a PCI P2PE validated solution; however, the merchant’s PClI QSA or the
acquirer shall determine the PCI scope reduction. Refer to the NCR Aloha POS Data Security
Implementation Guide for more information regarding this solution. We encourage Aloha
customers to read it prior to implementation.

Aloha POS — First Data & TransArmor — Point to Point Encryption

e b e oy = T 7Y S po
-C;deholder Data En\nronment | @ @ @ .
S ‘ I FirstData
@ @ — 4 ‘” I

Payment Brands /
Issuing Bank

iilg @ TransArmoﬁ

VeriFone

Aloha POS VX820
=== 1 - Card is swiped and encrypted using TransArmor on the VeriFone YX820
a @ (PIN and CVV are also entered on the VeriFone device.)
‘ 2 — Encrypted card data is sent to the Aloha POS for payment processing.
[ @ 3 — Encrypted card data is sent from the Aloha POS to First Data for decryption
and further processing.

) R 7O i e S VL et V0 S AT i 4 — Card data is sent to the payment brands and issuing bank for approval and

further processing.

5 — Issuing bank and payment card brands process the transaction and send
the response back to First Data.

6 — First Data sends response back to Aloha POS replacing the PAN with a
random-number token.

7 — Response is displayed on the VeriFone VX820 and the Aloha POS.

8 — The token, which only contains the last four digits, is stored in the Aloha
PQS environment.

Note:

Decryption never occurs in the Aloha POS environment and card data (track or

account number) is never stored. Only the first six and last four digits of the

PAN remain intact after encryption but before authorization. After a response

S = Private Connection is received from the processor, only the last four digits of the card are stored
along with a token.

- TIS1.1+

Figure 2 First Data and TransArmor P2PE Flow

TransArmor and VeriFone offer an FPE that keeps cardholder numbers protected without the need to
modify or alter their format or structure. FPE is a form of strong encryption that uses an Advanced
Encryption Standard (AES) 128-bit algorithm to protect cardholder data according to industry
standards, while preserving the original data syntax and thus minimizing the impact on existing
systems.

First Data partners with VeriFone to provide merchants a format-preserving encryption, which secures
cardholder data on a tamper-resistant device before it enters your environment in a format that other
applications interpret as valid cardholder data.

N C R v.".YI X © 2023 NCR Voyix. All rights reserved. NCR Voyix — Confidential
% o® Use and Disclose Solely Pursuant to Company Instructions

8



Point-to-Point Encryption
About Pointto-Point Encryption (P2PE)

Here are some examples of how TransArmor encrypts cardholder data:

Standard Track Data M/ 435688 760033 1588 = 08119212884426940234

Encrypted Track Data / 435688 298101 1588 = 200117632108900331272

The algorithm encrypts data so the output is in the same length and character set as in the input. This
is beneficial for bin routing in Aloha environments. TransArmor then provides a token to replace
sensitive data post authorization. A PAN is sent to a centralized First Data server called a “vault” to
tokenize a transaction. After authorization, TransArmor generates a unique and random token number
for use in place of a PAN. In the Aloha system, only the last four digits of the credit card number are
stored.

Encrypted Track Data / 435688298101 1588

Tokenized Data

/ 85531783655 1588

Please refer to the following link for more information:

http: //www firstdata.com /en_us/products/merchants /security-and-fraud-solutions /encryption-and-to
kenization.htm|

Hardware support for P2PE

Effective with Aloha v12.3, you can use the Ingenico iPP350 and VeriFone VX820 PIN pad devices
to process credit, debit, EBT cash, and EBT food cards. These devices support a card slide, card tap,
or manual entry.

® Tip
" You cannot use a combination of Ingenico and VeriFone devices at the site. You also cannot use
one of these devices with a lower model number, such as VeriFone SE1000.
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About Pointto-Point Encryption (P2PE)

The Ingenico iPP350 is used with the Voltage TSYS P2PE solution, which requires a USB driver. You
can find the driver on Aloha Update and more information is found in RKS ID 14728 USB Driver for
Ingenico iPP350.

Figure 3 Ingenico iPP350 PIN Pad Device

The VeriFone VX820 is used with the TransArmor First Data P2PE solution, which uses a USB driver.
You can find the driver on Aloha Update and more information is found in RKS ID 14727 USB Driver

for VeriFone VX820.
Figure 4 VeriFone VX820 PIN Pad Device
N C R v.".YI X © 2023 NCR Voyix. All rights reserved. NCR Voyix — Confidential
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Configuring Aloha EDC for Point-to-Point Encryption

Additional documentation
You can find additional documentation at these locations:

Documentation:

e RKS ID14736 How to Change a Communication Type to USB on the Ingenico iPP350.
e RKS ID 14729 Setting the VX820 to Use USB as the Communication Type.

For the Ingenico iPP350 PIN pad:
e hitp://ingenico.us/terminals/iPP350/.
For the VeriFone VX820 PIN pad:

e http://www.verifone.com/products/hardware/pin-pad/vx-820.

Configuring Aloha EDC for Point-to-Point Encryption
After you configure the Aloha POS system, you must configure Aloha EDC for P2PE.

Defining additional EDC settings

Additional EDC options include defining the maximum refund amount for credit cards and defining
how many times an SSL attempts to connect, enabling Store and Forward, and more.

1. Select Maintenance > Electronic Draft Capture > EDC Settings.

EDC Settings

1 EDC Settings

1
EDC Settings
Credit card refund limit 200,00

Retry S5L every this many connections jin)
B offline recovery

Mack autharize until offline transactions are processed
Start live processing with this many queued transactions
B Store and forward
Enable store and forward
Autharization timeout threshold
Murber of seconds ko wait before attemnpting recovery 30
Floor for kransaction amount

Maximum number of offline transackions 0

Figure 5 Electronic Draft Capture - EDC Settings

2. Under the ‘Settings’ group bar, type the maximum dollar amount, up to $9999.00, you can
refund a credit card. Use this function to prevent employees from entering incorrect amounts
accidentally. For example, ‘200.00.
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Configuring Aloha EDC for Point-to-Point Encryption

3. Type the consecutive number of attempts that Aloha EDC uses to retry SSL connection. **Is
Why is this in two places? (see Business > Store > refund...***

4. Under the ‘Offline recovery’ group bar, select Mock authorize until offline transactions are
processed to allow the Front-of-House (FOH) to perform ‘mock’ authorizations for sales less than
the pre-defined amount if the EDC server is down. When the FOH loses connection to the EDC
server and attempts to do a credit card authorization, the system approves the authorization and
the transaction is held as an .spl (spooling) file in the EDC directory. When the connection is
restored, the EDC program scans all spooling files to send them for approval.

Caution

The monies from spooling files are not realized until EDC receives an authorization and settles a

batch

The ‘mock authorization” mode is only activated when the Back-of-House (BOH) is down.If the
BOH is up, ‘mock authorizations’ do not occur, even if the EDC program is turned off and is not
processing requests. EDC is able to go into spool-down without losing network connection.

5. Specify the number of queued transactions for the system to reach to initiate live processing.
For example, ‘20." Once the system reaches 20 queued transactions, the system initiates live
processing.

6. Under the ‘Store and forward’ group bar, select Enable store and forward to enable the Store
and Forward feature which allows the system to provide a premature authorization and store the
transaction until the system reconnects to the processor and reprocesses the store transactions in
queue.

Type the number of seconds, from zero to 30, allowed to attempt to authorize a transaction.
8. Type the number of seconds, from zero to 900, to wait before attempting to authorize the oldest
transaction placed in the queue by Store and Forward.

9. Type the dollar amount above which the system will not ‘store and forward’ the transaction, in
‘Floor for transaction amount.” If EDC does not receive an authorization before the allotted time
frame for a transaction greater than this amount, the system declines the transaction. If you define
the floor limit as zero, the system allows EDC to ‘store and forward’ any transaction amount.

10. Type the highest number of transactions, per processor, to allow EDC to ‘store and forward’ in
‘Maximum number of offline transactions.’

.El Reference
Refer to the Store and Forward (SAF) Feature Focus Guide - HKS381 for more information.

11. Click Save and exit EDC Settings.
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Configure a CES (First Data) processor for P2PE

If you are using First Data (CES) as your processor, in combination with the Verifone VX820, for
P2PE, you must configure the CES processor for P2PE and then go to the FOH and activate the PIN
pad. Note: You must be on CFC 14.6, or later, to configure the CES processor for P2PE.

To configure the CES processor for P2PE:

1. Select Maintenance > Electronic Draft Capture > Processors.

2. Select CES from the drop-down list or click the New drop-down arrow, select the processor,
and click OK.

[4ces-ocEs0 -

Options | TCP/IP | Dialing | Reversals | Custom |

B Identification
MNumber
Name 0
Active [w]
Index
Type

B

)
e

Terminal ID 999939

BOH terminal ID

Gift card alternate merchant ID 00000000000
Enable multiple transactions

Remove rejected transactions

EBT merchant FNS ID 0000000

B Point to point encryption
Enable point to peint encryption and disable credit car...

WSP domain
VSP brand
Token ID

Figure 6 Processors - Processor Tab (CES)

3. Under the ‘CES’ group bar, enter the BOH terminal ID (CES Terminal ID) provided by CES.

B Note

This terminal ID must be associated with the ‘Credit Card Terminal ID (DID) option on the
TCP/IP tab. Both of these values are provided by the processor.

4. Under the ‘Point to point encryption’ group bar, select Enable point to point encryption and
disable credit card entry in EDC.

5. Type the VSP domain provided by CES.
6. Type the VSP brand provided by CES.
7. Type the Token ID provided by CES.
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8. Select the TCP/IP tab.

Processor
[1cEs-1cE51 -]
Processor | Options Dial\ng| Reversals| Auta Settiement| Custom|
B TCP/IP or Gateway connection
[a}e:ii
Connection type n .
® Connect using FDS Secure Transport
Credit Card terminal ID 0001112222333

Service name

Figure 7 Processors - TCP/IP Tab

9. Type the Datawire ID (DID) provided by the processor in ‘Credit Card Terminal ID.

Note
The Datawire ID is ONLY required on the BOH computer (BOH terminal ID). Aloha EDC does
not require a DID for each POS terminal.

10. If you are configuring the processor for the first time, complete the remaining options as you
would for any other processor.

11. Click Save and exit the Processor function.

12. Select Utilities > Refresh POS & All Products to transfer the new information to the FOH
terminals.

Additionally, if you are implementing a CES (First Data)/TransArmor solution, you must have debit

configured in the Cards function, even if you do not accept debit at the store. This is required when

you perform a RegiStart on the FOH terminals in “Perform the RegiStart process for First Data (CES)”

on page 26. If you already have debit configured, you should have this procedure already in place.

B Note

This procedure is only for CES (First Data)/TransArmor sites that do not have debit configured.
If you want to begin using debit, you must configure the debit tender, as normal. Also note, this
does not change the way you configure your credit cards. They are configured, as normal.
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Configuring Aloha EDC for Point-to-Point Encryption

Assigning cards to processors

Currently, Aloha EDC provides for these major credit cards: MasterCard, VISA, American Express,
Diners, Carte Blanche, Discover, Enroute, JCB, and Military. The Aloha system recognizes Diners and
Carte Blanche as being the same, thus you should configure Diners/Carte Blanche as one credit card
type in the Maintenance > Payments > Tenders function.

To assign cards to processors:

1. After you configure your processors, select Maintenance > Electronic Draft Capture > Cards.

Cards
1 EDC Cards -

B Common Credit Cards
Number 1
Marme EDC Cards
M CES -
Visa CES A
AMEX CES hd
Diners/CE Mone -
Discaver CES A
Enroute Mone A
ICE Mare -
Tilitary Mone -

B Private Label Credit Cards
Private Label 1 Mone -
Private Label 2 Mone -
Private Label 3 Mane -
Private Label 4 Mone -

-

Private Label 5 Mone
B Gift Cards

Paymentech Mone
Yaluelink Mone
Comdata Maone
Wantiv Mone
Private Mone

44 4 /4, 4 1

Heartland Payment Syskems Mone

B Debit Cards

U= Dehit CES hd
B Other cards

Chip "M Pin Mone -

EBT CES hd

Campus card Mone -

Figure 8 Electronic Draft Capture - Cards

2. Under the ‘Common Credit Cards’ group bar, select CES to use for each card type. Unless you
are using multiple processors, you would use the same processor for all types. Select ‘None' for
any card you do not accept.

3. Under the ‘Private Label Credit Cards’ group bar, select CES to use for each private label card
type. Unless you are using multiple processors, you would use the same processor for all types.
Select ‘None’ for any card you do not accept.

4. Under the ‘Gift Cards’ group bar, select the CES to use for the corresponding gift card you
accept. In most cases, such as Paymentech and Stored Value, you can select only one supporting
processor for the gift card. Select ‘None’ for any card you do not accept.
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Configuring Aloha EDC for Point-to-Point Encryption

5. Under the ‘Debit Cards’ group bar, select the CES from the ‘US Debit' drop-down list. Nofe:
Selecting a processor as the US Debit processor disables the Canadian Debit option.

6. Under the ‘Other cards’ group bar, select the CES to use for ‘EBT,” if necessary.

Click Save and exit the Card function.

Configure a TSYS (Visa Net) processor for P2PE

If you are using TSYS (Visa Net) as your processor, in combination with the Ingenico iPP350 PIN
pad, you must configure the Visa Net processor for P2PE.

To configure the TSYS (Visa Net) processor for P2PE:

1. Select Maintenance > Electronic Draft Capture > Processor.

2. Select Visa Net from the drop-down list or click the New drop-down arrow, select the
processor, and click OK.

Processor

|2 Visa Net - 0 Visa Net 0

Opﬁons| TCPﬂP| Dialing| Reversals| Auto Settlement| Custom|
B Identification

2
Name Visa Net -0

Active [l

Index [ Js]

Type Visa Net

Industry Food/Restaurant -
Currency US Dallars -
Country USA -
Sharing group

Reimbursement attribute [x]

Enable multiple transactions
Remove rejected transactions
EBT FCS ID
B Point to point encryption

Enable point to poit encryplion and disable credit car... |E
Authentication code

Q000000

Figure 9 Processors - Processor Tab (Visa Net)

3. Under the ‘Visa Net' group bar, enter the BOH terminal ID (TSYS Terminal ID) provided by
TSYS.

4. Under the ‘Point to point encryption’ group bar, select Enable point to point encryption and
disable credit card entry in EDC.

5. Type the authentication code provided by TSYS.

6. If you are configuring the processor for the first time, complete the remaining options as you
would for any other processor.

7. Click Save and exit the Processor function.
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Configuring Aloha POS system for Point-to-Point Encryption

Prior to configuring the Aloha POS system for Pointto-Point Encryption (P2PE), you must be in
contact with either First Data (CES) or TSYS (Visa Net) for the proper requirements, such as obtaining
unique terminal IDs, and the appropriate PIN pad, which is injected specifically for the NCR Aloha
software and the merchant. You must also have Aloha POS system and Aloha EDC v12.3 and later,
installed at the site.

A Caution

Prior to implementing P2PE functionality, we highly recommend you remove all existing sensitive
cardholder data from the Aloha environment and settle all credit card batches. Refer to the NCR
Aloha CleanPan guide for instructions on removing stored cardholder data.

1. Enable P2PE in store settings

For the first step, you must access Store Settings, to enable P2PE and define the encryption service
you want to use. Once defined, the system only allows you to select the applicable PIN pad in
Terminal Maintenance.

To enable P2PE in Store Settings:

1. Select Maintenance > Business > Store > Store Settings tab.

2. Select the Credit Card group at the bottom of the screen.

264 Aloha Cafe -]

Location Information | Licensing | Custom Aloha Manager |

Display message upon dose check
Authorize transactions less than 1.00
Indude transactions authorized from BOH...
Maximum amount of credit card refunds
Mumber of IC verify terminals

W8 Credit Card Lookup ID

@R Food stamp cateqory

Use Canadian Debit

Show Last Settlement alert

) poi

. “ @- EMV processor

B Authorization
@_ Enable automatic pre-authorization O
?ﬁ Initial pre-authorization amount 50.00
@( Subsequent pre-authorization amount  25.00
?ﬁ Threshold for subsequent pre-authoriz... 15.00
8 15t Preauthorization amount to be sel... 0.00

Ei_ 2nd Preauthorization amount to be sel... 0.00 j

Check Printing | Chit Printing | Report Printing | User Interface | Security | System -W 3

Figure 10 Store - Store Settings Tab - Credit Card Group

3. Under the ‘EDC Setup’ group bar, select either Voltage or TransArmor from the ‘Enable point
to point encryption and disable credit card entry on all POS terminals’ drop-down list.

4. Click Save and exit the Store function.
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2. Assign a PIN pad device to a terminal

You must assign a PIN pad device to each terminal that drives a PIN pad device. The system displays
Verifone VX820 if you have TransArmor selected in Store Settings, and displays Ingenico IPP350 if
you have Voltage selected in Store Settings. As a P2PE requirement, you must also assign a unique
terminal ID to each terminal driving a PIN pad. These IDs are supplied by the processor. If you
already have unique terminal IDs assigned, you may have to obtain new terminal IDs.

Note

Prior to configuring, you must ensure you install the latest drivers for the respective PIN pad.

Once you install the latest drivers, you need to confirm and identify the port on which the PIN pad is

installed. To do this, you can access Device Manager on each FOH terminal. You associate these
ports in Terminal Maintenance.

DTe—— . e

File Action View Help

= zE BE &
& Computer Management (Local [ |2 WUSIF185107-1 ‘Actions
- %'ngw‘d ' 2 Soteres Device Manager N L
ask Scheduler 8 Computer A
[ Event Viewer g Disk drives More Actions > 4 ? Ports (COM & LPT)

[ Shared Folders K., Display adapters
& Local Users and Groups| ) DVD/CD-ROM drives
(&) Performance L7 Human Interface Devices
4 Device Manager 5 Imaging devices
4 £2 Storage = Keyboards
159 Disk Management P Mice and other pointing devices
&, Services and Applications & Monitors

7 CoRBIO oMY

" ECP Printer Port (LPT1)
5T VK820 PIN pad (COMS)
4.4F Metwork adapters

& Broadcom NetXtreme 57 Gigabit Controller
& Dell Wireless 1504 802.11b/g/n (24GHz)

¥ Microsoft Virtual WiFi Miniport Adapter IPP350 port
&} Teredo Tunneling Pseudo-Interface
] Eihesn dcaates foc\hloci] o

& UMware Virtual Ethernet Adapter for ViMnetd 415" Ports (COM & LPT)

477 Ports (COM & LPT) - -
11 ECP Printer Port (LPTL) : ] ? Communications Port (COML)
T3 VX820 PIN pad (COM) -
oo S T ECP Printer Port (LPTL)

L Securty Devices - 17" Ingenico iPP3xy/iPP4ix Comm Port
& Sound, video and game controllers :

& Storage controllers

B System devices

@ Universal Serial Bus controllers

Figure 11 Device Manager Screen

As an additional feature for the Ingenico iPP350 PIN pad, you can also configure Aloha to direct the
PIN pad to not display confirmation prompts to the guest on the PIN pad. By default, all prompts from
the PIN pad appears. You can optionally select ‘Customer-facing PIN pad’ in Terminal Maintenance to
do this. The prompts this option suppresses tip and amount confirmations to enhance your speed of

service.

To assign a PIN pad device to a terminal:

1. Select Maintenance > Hardware > Terminals.

2. Select a terminal you want to assign a PIN pad device from the drop-down list.
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3. Select the Output Devices tab.

[15ERVER STAT #1

Terminal| Readers

B Pole display
Use pole display

B Coin changer

IP address
B Fiscal manager

Customer-facing PIN pad

- __w__ = _
m GTUST NUmUEi g

@ The firstitem is entered

05 Assign an order number when
= Q The check is sent

Figure 12 Terminals - Output Devices Tab

Select either Ingenico IPP350 or Verifone VX820 from the ‘Type’ drop-down list.
Select the USB port to use for the PIN pad device.

6. If you are using Ingenico iPP350 PIN pad device, clear Customer-facing PIN pad if you want to
reduce the prompts initiated by the PIN pad. This is not supported with the VeriFone PIN pad.

7. To assign a unique terminal ID, select the EDC Settings tab.

|2 sTATION 2 -

Terminal | Readers | Output Devices

Unique terminal ID for each processor

| Processar A | Terminal ID
[ 1234

"

Remove

Processor

Figure 13 Terminals - EDC Settings Tab
8. Click Add to start a new processor and terminal ID record for the terminal.
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9. Select the processor from the drop-down list.

10. Type the terminal ID number supplied by the processor in ‘Terminal ID.’
11. Click Save.

12. Repeat this procedure for each terminal using a PIN pad device.

13. Exit the Terminals function.

3. Create an integrations profile

As an internal function, the Aloha system uses the Integrations (formerly called Aloha Transaction

Gateway) functionality to enable P2PE. You must at least open the Integrations function and create an
Integrations profile for the system to use.

A Caution

To enable P2PE and create an Integrations profile, you must use CFC/new Aloha Manager v13.9,
and later. Create an Integrations profile by accessing the Integrations function and saving a record,

with no additional configuration. If you already have an Integrations profile record defined, you can
skip this step.

B Note

Effective in CFC/new Aloha Manager v14.9, the function is named Integrations.
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To create an Integrations or ATG profile:

1. Select Maintenance > System Settings > Integrations. Note: If you use CFC/new Aloha
Manager v14.8 and earlier, select Maintenance > System Settings > Aloha Transaction
Gateway.

2. Click New.

Integrations

10 Aloha Café

B Settings
Polling time in seconds 35
Interface server kerminal Mone -
Interface terminal Mone -
Type of operation Table Service
additional POS Parameters

Start the POS if not already running

Force start of POS even if instance Found

IP address in case of dual MIC

Print intercept timeout (in seconds) 5

Maximum debout: file size {in ME) Z

Enable boh functions
B| PayPal payments

ooo

Custom Debouts

| Custam debauts

Remaowve

Figure 14 System Settings - Integrations

3. Click Save and exit the Aloha Transaction Gateway or Integrations function.

4. Create a P2PE tender

You must create a new P2PE tender to enable the system to divert responses from the MSR to the PIN
pad device. When the cashier touches this tender in the FOH, Aloha sends the amount due to the
PIN pad for initialization. The PIN pad device detects the card type and guides the cardholder or
employee through the rest of the transaction flow.

To create a P2PE tender:

1. Select Maintenance > Payments > Tenders.
2. Click the New drop-down arrow, select Credit Card, and click OK.
3. Type a tender name, such as ‘P2PE Credit Card’
4. Select Active.
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5. Select the Type tab.

50 P2PE Credit card

IdentiFicati0n| Authorizati0n| Reconciliati0n| Printers| Rounding|

B Type settings

Credit card provider Mok Applicable -
Prompt for payment using the Following PIN pad one -
Apply a surcharge to this tender Mone hd

Chip "M Pin reader ID required

B Property management settings

Post ko PM3

B Foreign Currency
Foreign currency

B Options settings

Use magnetic card only

Expiration

‘erify signature

@Get common service tender prefix

@Display tender screen on card swipe

Oooooo

Figure 15 Tenders - Type Tab

6. Select Not Applicable from the ‘Credit card provider’ drop-down list.

Note
You need only configure the P2PE tender as ‘Not Applicable.” Configure all other card tenders

as their respective card type.
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7. Select the Authorization tab.

50 P2PE Credit card -

Tend | r | Idh ication Reconciliati0n| Printers| Rounding|

Authorization prompk
Maximum length 0
Print on check

Authorize using EDC

Allows pre-auth with ECC

Do not print wouchers

Apply signature line rules For vouchers

OO0 ®

Figure 16 Tenders - Authorization Tab

Select Require authorization to initiate an authorization prompt on the order entry screens.

Type the text to appear on the order entry terminal to prompt for the authorization number, such
as ‘Auth.’

10. Type O (zero) as the maximum length, to allow the system to accept blank authorization codes if a
code is not entered.

11. Select Print on check to print the authorization code on the guest check.

12. Select Authorize using EDC to specify Aloha EDC is used for credit card authorization.

13. Click Save and exit the Tenders function.

Additionally, if you are implementing a CES (First Data)/TransArmor solution, you must have a debit
tender configured in the Tenders function, even if you do not accept debit at the store. We
recommend you leave the debit tender as inactive since you will not use the tender in production.

This is required when you perform a RegiStart on the FOH terminals in “Perform the RegiStart
process for First Data (CES)” on page 26.

® Tip
This procedure is only for CES (First Data)/TransArmor sites that do not have debit configured. If
you want to begin using debit, you must configure the debit tender, as normal. Also note, this does
not change the way you configure your credit cards. They are configured, as normal.
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To create a debit card tender for CES sites not using a debit solution:

1.

o > Db

6.

Select Maintenance > Payments > Tenders.

Tenders

5 Debit Debit -

Type| Identification| Authrization | Recondiation| Printers| Rounding|
B Settings -
MNumber 6
Name: Debit Cash o
Type Debit Check

2‘5_ First available button position ] e

@_ Button pesition MNone f >
Button image None - iftcard

Report as Current - House account

Defalt amount behavior Ask for amount - Property management

Active Accounts receivable s
Track Saved customer C.C.

Can refund Generic -
Affect deposit

Print check on dose

Open drawer on dose

Print signature line

?{Cambine on check

E Clos check upan payment
2‘5_ Do not verify amount

B Overpayment

Allow overpayment

Auto fix balance without prompt

ooCOoCooooopo
[*
RN

-]

Figure 17 Debit Tender Configuration for Non-Debit Solutions

Click the New drop-down arrow, select Debit, and click OK.

Type a tender name, such as ‘Debit.’

Clear Active.

Leave all settings as their default values, since you will not use this tender in production.

Click Save and exit the Tenders function.

5. Add a P2PE tender to a panel for QS

For Quick Service environments, you must also add the P2PE tender button to a panel in use.

To add a P2PE tender to a panel for QS:

NOo ok~ b~

9.
NCR

Select Maintenance > Screen Designer > Quick Service Screen Designer.
Select Work with Panels.

Select Panel > Open Panel and select a panel containing your tenders.
Select Panel > New Button.

In the Properties dialog box, select Tender from the ‘Action’ drop-down list.
Select the P2PE tender from the ‘Tender’ drop-down list.

Configure the remaining options, such as appearance, font and color, as you would for any
other tender.

Click Panel > Save Panel.

Exit the Screen Designer function.

oo . . . _—
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6. Limit access to card tenders from the FOH (optional)

As previously noted, all card transactions will be processed in the FOH using the P2PE tender. As a
best practice, we recommend you remove all other card tender buttons from the FOH. This prevents
the employee from needlessly selecting a card tender.

To limit access to card tenders from the FOH in Table Service:

1. Select Maintenance > Payments > Tenders.
2. Select a card tender, such as ‘Visa,” from the drop-down list.

3. Click the ellipses button in ‘Button position’ to display the Select New Button Position dialog
box.

Select New Button Position
= | ==

@\_—
DE|EtE
@gl_l
| |
R
e |
| |

g

Rl

(]

Figure 18 Select New Button Position Dialog Box

4. Rightclick on the appropriate position and select Delete.
5. Click Save.

6. Repeat this procedure for each card tender you will process, using the P2PE tender.
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Refresh the data

After all settings are in place in both Aloha POS system and EDC, you must select Utilities > Refresh
POS & All Products to transfer the new information to the FOH terminals, or wait for the End-of-Day
(EOD) process to accomplish the data refresh for you. After the data refresh is complete, all new
settings become operational across the Aloha network.

Perform the RegiStart process for First Data (CES)

Once you configure the CES processor for P2PE, and after you refresh data, you must ensure
activation between the POS and the TransArmor Vault. This requires a “RegiStart” card (provided by
CES) and it is necessary to perform the following steps on each VeriFone PIN pad. You must be
on-line to activate P2PE on a VeriFone PIN pad. You cannot process off-line.

® Tip
Remember, you must have debit cards configured even if you are not using debit at the store. Refer
to “Configure a CES (First Data) processor for P2PE” on page 13 and “4. Create a P2PE tender” on
page 21 for more information.

To perform the RegiStart process:

1. Log in to a FOH terminal with a VeriFone PIN pad device attached.
2. Start a new check.
3. Add an item for $1.00 to the check. This can be an open item.
4. Order the item.
5. Navigate to the tender screen/panel.
6. Touch the ‘P2PE tender.’ The tender screen appears.
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7. Reduce or adjust the amount down to $1.00, using the keypad.

Amount: $1.00«

Figure 19 Tender Screen

8. Slide the RegiStart card through the MSR on the PIN pad. In the on-screen guest check, the
response returns as declined, and “RegiStart Successful.”

Credit $1.00

D/Registart Successful

On the PIN pad, a ‘RegiStart’ message appears, followed by a ‘Declined’ message.

9. Once successfully registered, void or delete the declined transaction from the check and log
out of the terminal.

10. Repeat this procedure for each POS terminal attached with a VeriFone PIN pad. You can use the
same check for each terminal.

11. Run a test transaction to confirm the POS terminal is accepting approvals.

® Tip

If you move the PIN pad to a different POS terminal, you must perform RegiStart again.
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Using Pointto-Point Encryption functionality

Once implemented, you can start using P2PE functionality. When enabled, you cannot use the
magnetic stripe reader to capture cardholder information for a credit, debit, or EBT card. You must
use the PIN pad to complete the transaction.

To use P2PE functionality:

Start a check.
Add and order items on the check.

Access your tender screen.

w0 bd

Select the PIN Pad tender configured for P2PE. The tender screen appears with the sales
amount populated in the ‘Amount’ prompt.

5. Confirm the amount by touching OK. The PIN pad takes over and the guest or employee must
complete the transaction using the PIN pad device.

6. Follow the prompts on the PIN pad to manually enter the data, or slide or tap the card across
the PIN pad reader. To manually enter card data on the VX820 PIN pad payment device, when
the ‘Please swipe card’ prompt appears:

a. Pressthe Cancel (red) button. The ‘Enter account number and Exp date’ prompt appears on
the VX820 PIN pad payment device.

b. Manually enfer card number data and expiration date.
Enter the tip amount, if necessary.

8. Touch OK to approve the amount of the transaction. The system sends the transaction to the
appropriate vault or issuing bank for further encryption. If you are using First Data (CES), a token
is inserted in the cardholder number.
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NCR Voyix welcomes your feedback on this document. Your comments can be of great value in
helping us improve our information products. Please contact us using the following email address:
Documentation. HSR@NCRVoyix.com
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